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Safety Function: Enabling Switch

Important User Information

Read this document and the documents listed in the additional resources section about installation, configuration, and
operation of this equipment before you install, configure, operate, or maintain this product. Users are required to
familiarize themselves with installation and wiring instructions in addition to requirements of all applicable codes, laws,
and standards.

Activities including installation, adjustments, putting into service, use, assembly, disassembly, and maintenance are required
to be carried out by suitably trained personnel in accordance with applicable code of practice.

If this equipment is used in a manner not specified by the manufacturer, the protection provided by the equipment may be
impaired.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from the
use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or

liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,

Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous environment,
which may lead to personal injury or death, property damage, or economic loss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death, property
damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the consequence.

P> B>

IMPORTANT  Identifies information that is critical for successful application and understanding of the product.

Labels may also be on or inside the equipment to provide specific precautions.

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that dangerous
voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that surfaces may
reach dangerous temperatures.

ARCFLASH HAZARD: Labels may be on or inside the equipment, for example, a motor control center, to alert people to
potential Arc Flash. Arc Flash will cause severe injury or death. Wear proper Personal Protective Equipment (PPE). Follow ALL
Regulatory requirements for safe work practices and for Personal Protective Equipment (PPE).

> B P>
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Safety Function: Enabling Switch

General Safety Information

IMPORTANT  This application example is for advanced users and assumes that you are trained and experienced in safety system requirements.

Risk Assessments

The risk assessment can require additional circuitry to reduce the risk to a tolerable level. Safety circuits must consider safety-

2 ATTENTION: Perform a risk assessment to make sure that all task and hazard combinations have been identified and addressed.
distance calculations, which are not part of the scope of this document.

Contact Rockwell Automation to learn more about our safety-risk assessment services.

Safety Distance Calculations

ATTENTION: While safety distance or access time calculations are beyond the scope of this document, compliant safety circuits
must often consider a safety distance or access time calculation.

Non-separating safeguards provide no physical barrier to prevent access to a hazard. Publications that offer guidance for
calculating compliant safety distances for safety systems that use non-separating safeguards, such as light curtains, scanners,
two-hand controls, or safety mats, include the following:

EN ISO 13855:2010 (Safety of Machinery — Positioning of safeguards with respect to the approach speeds of parts
of the human body)

ANSI B11:19 2010 (Machines — Performance Criteria for Safeguarding)
Separating safeguards monitor a moveable, physical barrier that guards access to a hazard. Publications that offer guidance

for calculating compliant access times for safety systems that use separating safeguards, such as gates with limit switches or
interlocks (including SensaGuard™ switches), include the following:

EN ISO 14119:2013 (Safety of Machinery — Interlocking devices associated with guards - Principles for design and
selection)

ENISO 13855:2010 (Safety of Machinery — Positioning of safeguards with respect to the approach speeds of parts
of the human body)

ANSIB11:19 2010 (Machines — Performance Criteria for Safeguarding)

In addition, consult relevant national or local safety standards to assure compliance.
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Safety Function: Enabling Switch

Introduction

This safety function application technique explains how to wire, configure, and program a Compact GuardLogix"
controller and POINT Guard I/O™ module to monitor an enabling switch. The operator squeezes the enabling switch to
the middle position to bypass the primary, safety-door interlock. This action allows the GuardLogix controller to energize
the final control device, in this case, a redundant pair of 100S contactors. The actual safety function that uses an enabling
switch is beyond the scope of this document. The safety function may require speed monitoring, direction monitoring,
force monitoring, or additional monitoring to reduce hazard to a tolerable level while using the enabling switch.

This example uses a Compact GuardLogix controller, but is applicable to any GuardLogix controller. This example uses a
440] interlock switch with an integrated jog button, but is applicable to solutions that use enabling switch technology in
combination with a manual button.

The SISTEMA calculations that are shown later in this document would have to be recalculated using the actual products.

Safety Function Realization: Risk Assessment

The required performance level is the result of a risk assessment and refers to the amount of the risk reduction to be carried
out by the safety-related parts of the control system. Part of the risk reduction process is to determine the safety functions of
the machine. In this application, the performance level required (PLr) by the risk assessment is Category 3, Performance
Level d (CAT. 3, PLd), for each safety function. A safety system that achieves CAT. 3, PLd, or higher, can be considered
control reliable. Each safety product has its own rating and can be combined to create a safety function that meets or
exceeds the PLr.

[ From: Risk Assessment (150 12100) ]
( 1. Identification of safety functions ]
( 2. Specification of characteristics of each function ]

¥

[3. Determination of required PL (PLr) for each safety function j

¥

( To: Realization and PL Evaluation ]

Enabling Switch Safety Function

This application technique includes one safety function: Removal of power from the hazard when the safety system detects
that the operator does not have the enabling switch in the middle position, or the door switch is open.

4 Rockwell Automation Publication SAFETY-AT055D-EN-P - January 2016



Safety Function: Enabling Switch

Safety Function Requirements

Functional safety requires the continuous actuation of a three-position enabling switch to enable power to the motor. The
handheld device provides power to the motor when squeezed to the middle position. When the operator releases or fully
squeezes the switch, power to the motor is removed. Faults at the enabling switch, wiring terminals, or safety controller are
detected before the next safety demand. The safety function in this example is capable of connecting and interrupting
power to motors rated up to 9A, 600V AC.

The safety function in this application technique meets or exceeds the requirements for Category 3, Performance Level d

(CAT. 3, PLd), per ISO 13849-1 and control reliable operation per ANSI B11.19.

Functional Safety Description

In this example, power to the motor is enabled if the safety door is closed, or if the operator opens the door and squeezes an
enabling switch to the middle position. Both the door switch and enabling switch are wired to a pair of safety inputs on a
safety input module (SI1).The safety contactors (K1 and K2) are connected to a pair of safety outputs of a safety output
module (SO1). The I/O module is connected via CIP Safety™ technology over an EtherNet/IP™ network to the safety
controller (SC1). The safety code in SC1 monitors the status of the door and enabling switch by using pre-certified safety
instructions. Dual Channel Input Stop (DCS), is used for the door and Dual Channel Input Start (DCSRT) is used for the
enabling switch, as this is a safety device that starts a safety output. When all safety input interlocks are satistied and no
faults are detected, a certified function block called Configurable Redundant Output (CROUT) controls and monitors
feedback for a pair of 100S redundant contactors.

Bill of Material

This application uses these products.

Cat. No. Description Quantity
440J-N21TNPM-NP Enabling switch with jog button 1
440K-T11090 Trojan™ 5 standard safety interlock switch 1
800FM-G611MX10 800F Reset push button - metal, guarded, blue, R, metal latch mount, one N.0. contact, standard 1
100S-€092J23C Bulletin 100S-C - safety contactors 2
1768-ENBT CompactLogix™ EtherNet/IP bridge 1
1768-143S Compact GuardLogix processor, 2.0 MB standard memory, 0.5 MB safety memory 1
1768-PA3 Power supply, 120/240V ACinput, 3.5 A @ 24V DC 1
1769-ECR Right end cap/terminator 1
1734-AENT 24V DC Ethernet adapter 1
1734-1B Module base with removable IEC screw terminals 4
1734-1B8S POINT Guard I/0 safety input module 1
1734-0B8S POINT Guard I/0 safety output module 1
1783-US05T Stratix 2000™ unmanaged Ethernet switch 1
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Safety Function: Enabling Switch

Setup and Wiring

For detailed information on installing and wiring, refer to the publications listed in the Additional Resources on the back
cover.

System Overview

The POINT Guard I/O safety input module monitors the contacts of both the enabling switch and the door interlock
switch.

The input module can source the 24V DC for all channels to dynamically test the signal wiring for shorts to 24V DC and
channel-to-channel shorts. If a fault occurs, either or all channels are set low (0), and the controller reacts by dropping out
the safety contactors. Only after the fault is cleared and the faulted input device is cycled, does the function block reset.

Shorts to OV DC (and wire off) are seen as an open circuit by the safety input module, and the controller reacts by
dropping out the safety contactors. If the inputs remain discrepant for longer than the discrepancy time, then the function
block (DCS or DCSRT) in the controller declares a fault. Only after the fault is cleared and the faulted input device is
cycled, does the function block reset.

The final control device in this case is a pair of 100S safety contactors, K1 and K2. The contactors are controlled by a
POINT Guard I/O safety output module. The contactors are wired in a redundant-series configuration. A feedback circuit
is wired through the N.O. contacts and back to an input on the safety output module to monitor the contactors for proper
operation. The contactors cannot restart if the feedback circuit is not in the correct state.

The system has a reset button for resetting faults. There is a jog button on the enabling switch that the control system uses
to actually start motion.

The reset button, the jog button, and the contactor feedback circuit are all wired to the safety input module in this example.
This configuration is not required for functional safety. These inputs could be wired to a standard input module.
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Safety Function: Enabling Switch

Electrical Schematic
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Safety Function: Enabling Switch

Configuration

The Compact GuardLogix controller is configured using RSLogix 5000° software, version18 or later. You create a project,
add the I/O modules, and then configure the I/O modules for the correct input and output type. A detailed description of
cach step is beyond the scope of this document. Knowledge of the RSLogix 5000 programming environment is assumed.

Configure the Controller and Add I/0 Modules

1. In RSLogix 5000 software, create a project.

o I ==

Wendor. Allen-Bradley
Type 1765-L455 CompactLogixo3455 Safety Controller - I [a] 4
Revision: | 19 o] Cancel

Redundancy Enabled
Name: cGLX
Description: i

<honey
Create Ir: C:\RSLogis 50004 Projects
ity Author Mo Protection
Uze only the selected Security Authority far Authentication and
Authorization

2. In the Controller Organizer, right-click the 1768 Bus and choose New Module.

55 I/0 Confi guration

E?mﬂ IF Mewr Madule..,

P Paste Crl+%

-8 176 Print v
[ (U] IreE-Lans Tulk
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Safety Function: Enabling Switch

3. Select the 1768-ENBT module, and click OK.

todule

ID escription

Cornmunications

1768 ContralMet Bridge
8 Con [et Bri

[ Find.

] [ Add Favarite ]

Bu Categony

By \endor Favorites |

Lok

Cancel ] [

Help

4. Name the Module module, type its IP address, and click OK.

Type:

Yendor:
Parent:

M ame:

Description:

Slot:

Revision:

1768-EMBT /A 1768 104100 Mbps Ethemet Bridge,
Twizted-Pair Media

Allen-Bradley
] |

ENET] Address / Host Name

@ |P Address: 182 0168 01

() Host Mame: |

Electronic Keying: [Compatible Keying

)

Open Module Froperties 0K

I [ Cancel ] [

We used 192.168.1.8 for this application example. Yours can be different.

5. In the Controller Organizer, right-click the 1768-ENBT module, and choose New Module.

55 I/0 Confi guration

=-&H
P ﬂ Mew hodule,.,

T2 Paste

Print 3
U] Lfod-L459%s clali

Crl+%
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Safety Function: Enabling Switch

6. Seclect the 1734-AENT adapter, and click OK.

M odule

|Description Nendor |

= Communications -
- 193-DMEMCAT  Ethernet to DeviceMet Comrmunications Suxiliary AIIen-BradIeD
- 193-DMEMCATR  Ethernet to DeviceMet Communications &uxiliary, 2., Allen-Bradle
... 440R-EMETR. 440F Ethernet Interface, 2-Port, Twisted Pair hedia Allen-Bradle

174 ACRITD 474E Lil dfidonedon Tioncbod Moiehdo d all Do dl
i

LTS UmEI T TT3X ELNETREL OApTer, 2-POTE, 1

<lad

- 1T38-AENT 1738 Ethernet Adapter, Twisted-Pair Media Allen-Bradle
.. 1738-AENTR. 17348 Ethernet Adapter, 2-Port, Twisted Pair Media Allen-Bradle
- 1756-EM2F 1756 10100 Mbps Ethernet Bridge, Fiber Media Allen-Bradle
- 1756-EN2T 1756 10/100 kbps Ethernet Bridge, Twisted-Pair Med., Allen-Bradle 5

47Ce rRATR ATEE AN AR AL Fal e L PLId oL 7 P Tdai.d TP TN

»

Find. | [ AddFavoite |

By Category By “endor Fawvarites

[ Cancel ] [ Help

7. Name the module, type its IP address; and click OK.

We used 192.168.1.11 for this application example. Yours may be different.

8. Click Change.

General® | Connection® | Madule [nfo* | Interet Protocal® | Port Configuration® | Chassis Size"|
Type: 1734-AEMNT 1734 Ethemet Adapter. Twisted-Pair Media
Wendor: Allen-Bradley
Parent: EMET Ethernet Address
MName: AENT @) Private Netwaork: 1921681, 1 %
Drescription: o ) P Address:
= © Host Mame: | |
Module D efinitian -
Slat: |0 |
Revizion: 41 )
Electronic Keying: Compatible Module
Connection: Rack Optimiz ation
Chassis Size: 3

10

Statuz: Creating

u] S ] [ Cancel ] [ Help
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Safety Function: Enabling Switch

9. From the Chassis Size pull-down menu, choose 3, and click OK.

—
Module Definition* [

Series:
Rewvizian: 4 - 1@

Electronic Keying: ’Cnmpatible Module v]
Connection: Fack Optimization ™
| Chassis Size: 3 |

[ Ok I [ Cancel ] [ Help

- A

Chassis size is the number of modules that are inserted in the chassis. The 1734-AENT adapter is considered to be in
slot 0, so for one input and one output module, the chassis size is 3.

10. In the Controller Organizer, right-click the PointIO 3 Slot Chassis adapter, and choose New Module.

68 1768 Bus
: BB [1] 1768-EMET/A ENET
| E-z=x Ethernet

- f 1768-ENBT/A ENBT
o0 1734-2ENT/B RENT
. [0] 1766-L455 cGLX

= 1769 Bus B Paste Chrl +4f

Bl Mew Module..,

Print

D escription

1734-I685 & Point 24% DC Sink Input I Allen-Bradley

BREL OIS IThannel Current/woltage Snalog Input Allen-Bradley

1734-0B85 & Point 24¥ DC Source Output Allen-Bradley
[#- Specialty

Find.. | [ &ddFavorite |

By Category By endaor Favarites |

| Ok | [ Cancel ] [ Help
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Safety Function: Enabling Switch

12

12. In the New Module dialog box, name the device IB8S, and click Change.

# " Mew Module |-—§3 |
General® | Connection | Safety | Module Info I Input Configuration | Test Dutput
Type: 1734-1B8S 8 Point 24 DC Sink. Input
“Wendor: Allen-Bradley
Parent: AEM
M ame: 1885 Module Number:
Description: E Safety Metwork
Sl 3DDD_0341_CBDA [ |
S 512/201511:10:43.674 AM
Module Definition
i : =
Revigion: 21
Electronic Keying: Compatible Module
Configured By: This Cortroller -
Input Data: Safety I |
Output Data: Test | &
Input Status: Pt. Status o
Status: Creating [ Ok ] [ Cancel ] [ Help ]

13. When the Module Definition dialog box opens, change the Output Data to None, verify that the Input Status is
Combined Status-Power, and click OK.

Series
Revision: 1 £

Electronic Keving: [Compatible Maodule -
Configured By: Thiz Cortroller x|
Imput Drata: Safety -
Output Data: Mone -
Imput Status: Combined Status-Power -
Data Format: [TFREger =

[ Cancel ]

Setting the output data to None means that you cannot use the Test Outputs as standard output, which is
appropriate in this example. This arrangement saves one controller connection because we are using only the input
connection.

14. To close the Module configuration properties dialog box, click OK.
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Safety Function: Enabling Switch

15. Repeat steps 10...14 to add the 1734-OBSS safety output module.
a. Name the module OBSS.
b. Choose slot 2.
c. Set the Input Status to Combined Status-Readback-Power.

Configure the POINT Guard 1/0 Modules

Follow these steps to configure the POINT Guard I/O modules.

1. In the Controller Organizer, right-dick the 1734-IBSS module, and choose Properties.

2. Click Test Output, and configure the module as shown.

71 Module Properties: AENT:L (1734-1885 2.1) o[BS
| General I Connection I Safety I Module Infa I Input Eonfigurationl Test Output®
Paint Pairt hode
0 |Pulze Test =2
1 Pulze Test =3
2 ||Pulse Test >
3 | Mot Used 3
Status: Offline [ ok | [ canedl | [ 4o | [ Heb

I

TO0and T1 are being used to pulse test both the Trojan 5 door interlock switch and the enabling switch channels. T2

is being used to pulse test the contactor feedback circuit.
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Safety Function: Enabling Switch

14

3. Click Input Configuration and configure the module as shown.

7] Madule Properties: AENT:1 (1734-1885 2,1 = = ==
| General | Cornection | 5 afety | Module Info| Input Configuration™ | Test O utput®
Point Operation T Input Delay Time (ms)
&
Pairit D Pairt Moce
Type ﬁrcnr: 'E:;gy Source | ofwon | On-=off
0| Single s 0 «| Safety Pulse Test |«||0 &3 0= 0=
1 = v | Safety Pulze Test |1 = [l= 0B
2 | Single = 0 «| Safety Pulse Test |«|0 &3 0= 0=
3 1= ~ || Safety Pulse Test |1 = 03 [l=
4 | Single . 0 | Safety vl Mone || [l= [l=
5 = ~ || Safety Lwl[Mone |« 03 03
5 | Single e 0 | Safety Lwl[MNone v 03 [l=
7 = v || Safety Pulse Test ||[2 > 0< 0 f
Input Error Latch Time; 1000 ms
Status: Dffine [ ok ) [ cance | [ ey | [ Hep |

Inputs 0 and 1 are the Trojan 5 door switch. Inputs 2 and 3 are the enabling switch. Test sources 0 and 1 are sourcing
these devices. Inputs 4 and 5 are the reset buttons. Input 6 is the jog button that is on the enabling switch in this
example. Input 7 is the contactor monitoring circuit, which is sourced from Test Output 2. I/O channel operation
does not change based on whether the channel is configured as standard or safety. The configuration is used for
documentation purposes, so configuring the standard reset buttons as safety is not a concern. The channels are
configured for single type operation because the safety instructions within the GuardLogix system detect
discrepancy faults.

4. Click Output Configuration and configure the module as shown.

7 Module Properties: AENT:Z (1734-0B85 2.1) | -E

| General I Connection I Safiety I Module Info| Output Configuration®

Paint Cperation
Paint Pairit hode
Type
0 |Dual - Safety Pulse Test ||
1 | |[Safety Pulze Test ||
2 | Dual = Mot Uzed =]
3 | |[Mot Used =
4 | Dual = Mot Uz =
k) Mot Used =]
6 |Dual - Mot Used =
7 | |[Mat Used =

Output Error Latch Time: 1000 ms

Status: Offling [ Ok, ] [ Cancel I [ Apply ] I Help J

The electromechanical coil on the contactor (outputs 0 and 1) can be pulse tested without reacting to the brief low
(0) pulse. If you are using a contactor that does react to the pulse test, then it is advisable to disable the pulse test.
This arrangement should not degrade the overall safety rating of redundancy and monitoring that are being used.

5. Click OK.
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Safety Function: Enabling Switch

Programming

The Dual Channel Input Stop (DCS) instruction monitors dual-input safety devices whose main function is to stop a
machine safely, for example, a safety gate. If the Door OK tag is sealed in around the falling edge of the Safety Reset button,
then the contactors are energized.

The Dual Channel Start (DCSRT) instruction energizes its output (01) if the enable input is high (1), and both input
channels are in the active (1) state. In this example, the Slow Machine Mode enable input indicates that the machine is in a
mode where usage of the enabling switch is allowed. You are responsible for driving this input based on your application
and risk assessment. If an enabling switch usage is allowed, and the operator squeezes the enabling switch to the idle
position, then the contactors energize.

The DCS and DCSRT instructions monitor dual-input channels for consistency (Equivalent- Active High) and detect and
trap faults when the inconsistency is detected for longer than the configured Discrepancy Time (ms).

The automatic restart type allows the DCS output (01) to reset automatically after a demand. The manual action typically
required for safety is provided in rungs 2 and 3 to reset the safety outputs.

Input Status typically represents the channel status of the dual input channels. In this example, the Combined Input Status
bit goes low (0) if any of the eight input channels on the 1734-IBSS module have a fault. The energize_contactors tag drives
the Actuate input on the Configurable Redundant Output (CROUT) instruction. Either a closed door or the enabling
switch can set this tag to high (1).

The CROUT instruction controls and monitors redundant outputs. Essentially, this instruction verifies that feedback
follows the safety outputs appropriately. For the negative feedback used in this example, if the outputs are high (1), the
feedback should be low (0) and vice versa. In this example, the feedback has 500 ms to change to the proper state. Because
only one feedback circuit is being used, the feedback tag is used for both Feedback 1 and 2.

The two output tags from the CROUT instruction are used to drive the contactor outputs on the 1734-0B8S module.
The final two rungs make sure that when the switch is being used, a rising edge of the jog button must be seen before the
motion jog signal is sent to the control system. If the jog button is released, the safety contactors are not dropped out and
simply pressing the jog button again resends the motion jog signal.

If the switch is squeezed too much, or released, then the contactors drop out. To recover, the jog button must be released,

the enabling switch squeezed to the middle position (energizing the contactors), and then the jog button must be pressed
again to resend the motion jog signal.
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Safety Function: Enabling Switch

16

DCS
Dual Channel Input Stop
DCs ZoneZ_Door 01—
Safety Function SAFETY GATE
Input Type  EQUIVALENT - ACTIVE HIGH  [H(FP—
Dizcrepancy Time (Mzec) 250
Restart Type AUTOMATIC
Cold Start Type AUTOMATIC
Channel & AENT:1:| PtOOData
0+
Channel B AENT:1:1 P01 Data
0+
Input Status  AENT:1:LCombinedinputStatus
0+
Reszet AEMT:1:| PtOSData
0+
DCERT
Dual Channel Input Start
DCERT ZoneZ_Enable_Pendant ({01 3—
Safety Function EMABLE PEMDAMT
Input Type  EQUIVALENT - ACTIVE HIGH  [H(FP—
Dizcrepancy Time (Mzec) 250
Enahle Slowe _Machine_Mode
0+
Channel & AENT:1:| PtO2Data
0+
Channel B AENT:1:| PtOSData
0+
Input Status  AENT:1:LCombinedinputStatus
0+
Reszet AEMT:1:| PtOSData
0+
AEMT:1:LPt04Data OSF
1 F One Shot Falling
Storage Bit Wirk_Zone2_OSF  H{SB—
COutput Bit wirk_Zone2_FalingEdge 0B >—
Wrk_Zone2_FallingEdge Fone2_Door. 01 Zone2_KI1K2FP Door_Ck
JE JE JE —
Door_Ck
Door_Ck Energize_H1K2
1L
L
Fone2_Enable_Pendant.o1
1L
L

Zone2 _KI1K2.01 Zone2 K1KZ2.02
[ [

(M)
(M)

ROUT
Configurable Redundant Output
CROUT ZoneZ_K1K2 01—
Feedhack Type MEGATIVE
Feedback Reaction Time (Mzec) 500 H(020—
Actuaste Energize_H1K2
0 &—FP—
Feedback 1 AENT:1:| PtO7Data
0+
Feedback 2 AENT:1:| PtO7Data
0+
Input Status AEMT:1:1.CombinedinputStatus
0+
Output Status AEMT: 2. CombinedOutputStatus
0+
Reszet AEMT:1:| PtOSData
0+

AENT: 2:0 PtO0DEta

C C

AENT:2:0.Pt01Data
—
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Safety Function: Enabling Switch

Calculation of the Performance Level

When properly implemented, this safety function can achieve a safety rating of Category 3, Performance Level d (CAT. 3,
PLd), according to ISO 13849-1: 2008, as calculated by using the Safety Integrity Software Tool for the Evaluation of
Machine Applications (SISTEMA).

Project

| . Ducum&ntatiun| Safety functions |

C ] New . Sta.. Name Type PLr  PL
\£] Edit o 440J Enabling Switch Hold-to-run function d d
] Delete

The graphic displays the overall performance level achieved by each subsystem.

Safety function

| Do ion [PLr [ PL | Subsystems |
)| Library 0 Sta... MName PL  PFH[1/h] CCF score DCavg [%] MTTFd [a] Category Requirements of the category
] New 0SB 440J Enabling Switch e 247E-B 65 (fuffiled) 99 (High) 100 (High) 3 fulfilled
|£] Edit v 5B Fault Exclusion d 3.16E-7 not relevant . not relevant = not relevant 3 fulfilled
] Delete 5B POINT Guard I/O: 17... e 51E-10 not relevant = not relevant | not relevant 4 fulfilled
« EB  Safety PLC: Compac... e 21E10 © not rel not rel 4 fulfilled
v EB  POINT Guard /O 17 e 51E-10 not relevant = not ant  not relevant 4 fulfilled
€ v3E two 1008 contactors e 247E-8 65 (fulfilled) 99 (High) 100 (High) 4 fulfilled
The enabling switch safety function can be modeled as follows.
Logic Output
.............. . meesssscssssel sesssssesssssy sesscsssssscss sesesssscsssss (sosssssesssesess
(] [] (] [} (] [] (] "
Enabling | P P o oosC |
Switch : H o o K :
Channel A . H- H H .
| ] F |t | ] " | ] L] " L] | ]
' aul —i— 1734-1B8S | ¢ 51 1768-143S |—5—1—| 1734-0B8S '
' o Exclusion P v o o '
| ] . | ] | ] | ] | ] | ] " | ] " | ] | ] | ]
] Enabllng I | [} " '] ' '
L] . " L] " L] " n " n | ] | ] 1005'( n
" | ] " | ] " | ] " | ] " | ] " | ]
Switch K
: Channel B - - I - Vo :
" | ] " | ] " | ] " | ] " | ] " | ]
| ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ] | ]
n L] n L] n L] n L] n L] n L]
" | ] " | ] " | ] L] " L] " " | ]
* Subsystem 1 * ' Subsystem2 ' *  Subsystem3 = * Subsystem4  * *  Subsystem5 ' Subsystem 6 '

Because these devices are electromechanical devices, the safety contactor data includes the following:
e Mean Time to Failure, dangerous (MTTFd)
o Diagnostic Coverage (DCavg)
o Common Cause Failure (CCF)

Functional safety evaluations of the electromechanical devices include the following:
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o How frequently they are operated
o Whether they are effectively monitored for faults

o Whether they are properly specified and installed

SISTEMA calculates the MTTFd by using B10d data provided for the contactors along with the estimated frequency of
use, entered during the creation of the SISTEMA project.

The DCavg (99%) for the contactors is selected from the Output Device table of ISO 13849-1 Annex E, Direct
Monitoring.

The CCF value is generated by using the scoring process outlined in Annex F of ISO 13849-1. The complete CCF scoring

process must be performed when actually implementing an application. A minimum score of 65 must be achieved.

The enabling switch has a single, mechanical actuator. Therefore, per annex D.8 of ISO13849-2 2012, a fault exclusion
cannot be allowed. To account for this situation, Subsystem 2 (fault exclusion) is included in the SISTEMA calculations.

Note that a message has been added regarding the mission time of enabling switch elements (EL). An estimated annual
number of 8760 cycles, one per hour, 24 hours a day, 365 days a year, was used to calculate the MTTFd. The note indicates
that at that rate of use, the enabling switch should be replaced after 11.42 years of use.

_Messages

& CH Channel 1 The channels MTTFd has been cut from originally 114.16 to 100 a. For a channel 100 a is the maximum acceptable mean time to a dangerous failure.

1 EL Enabling Switch 440J-N For the designated architectures a typical mission time of 20 years is assumed. This element has a T10d of 11.42 years (see tab MTTFd), which falls below this value. Please assure to change this element in time.
& CH Channel 2 The channels MTTFd has been cut from originally 114.16 to 100 a. For a channel 100 a is the maximum acceptable mean time to a dangerous failure.

1 EL Enabling Switch 440J-N For the designated architectures a typical mission time of 20 years is assumed. This element has a T10d of 11.42 years (see tab MTTFd), which falls below this value. Please assure to change this element in time.
« CH Channel 1 The channels MTTFd has been cut from originally 1,522 07 to 100 a. For a channel 100 a is the maximum acceptable mean time to a dangerous failure.

« CH Channel 2 The channels MTTFd has been cut from originally 1,522 07 to 100 a. For a channel 100 a is the maximum acceptable mean time to a dangerous failure.

Verification and Validation Plan

Verification and validation play important roles in the avoidance of faults throughout the safety system design and
development process. ISO 13849-2 sets the requirements for verification and validation. The standard calls for a
documented plan to confirm that all of the safety functional requirements have been met.

Verification is an analysis of the resulting safety control system. The Performance Level (PL) of the safety control system is
calculated to confirm that the system meets the required Performance Level (PLr) specified. The SISTEMA software is
typically used to perform the calculations and assist with satisfying the requirements of ISO 13849-1.

Validation is a functional test of the safety control system to demonstrate that the system meets the specified requirements
of the safety function. The safety control system is tested to confirm that all of the safety-related outputs respond
appropriately to their corresponding safety-related inputs. The functional test includes normal operating conditions in
addition to potential fault injection of failure modes. A checklist is typically used to document the validation of the safety
control system.

Prior to validating the system, confirm that the Compact GuardLogix controller has been wired and configured in
accordance with the installation instructions. For information about how to wire and configure the controller, see the
publications listed in the Additional Resources.
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Verification and Validation Checklist

General Machinery Information

Machine Name/Model Number

Machine Serial Number

Customer Name

Test Date

Tester Name(s)

Schematic Drawing Number

Controller Name

Safety Signature ID

Safety Network Number(s)

RSLogix 5000 Software Version

Safety Control System Modules Firmware Revision

GuardLogix Safety Controller 1768-143S

CompactLogix Ethernet Bridge 1768-ENBT

POINT Guard I/0 Ethernet Adapter 1734-AENT

POINT Guard I/0 Input Modules 1734-1B8S

POINT Guard I/0 Output Modules 1734-0B8S

GuardLogix Safety System Configuration and Wiring Verification

Test Step | Verification Pass/Fail Changes/Modifications

1 Verify that the safety system has been designed in accordance with the GuardLogix
Controller System Safety Reference Manual, listed in the Additional Resources.

2 Verify that the safety application program has been designed in accordance with the
GuardLogix Safety Application Instruction Safety Reference Manual, publication
1756-RM095.

3 Visually inspect the safety system network to verify that the /0 is wired as
documented in the schematics.

4 Visually inspect the application program to verify that the safety system network and
1/0 module configuration is configured as documented.

5 Visually inspect the application program to verify suitable safety certified instructions
are used, and that the logic is readable, understandable, and testable with the aid of
clear comments.

6 Verify that all input devices are qualified by cycling their respective actuators. Monitor

the status in the RSLogix 5000 Controller Tags window.

7 Verify that all output devices are qualified by cycling their respective actuators.
Monitor the status in the Controller Tags window.

Normal Operation Verification - The GuardLogix safety system properly responds to all normal Start, Stop, Enabling, and Reset commands.

Test Step | Verification Pass/Fail Changes/Modifications
1 Initiate a Start command. Both contactors should energize for a normal machine run

condition. Verify proper machine status indication and safety application program

indication.
2 Initiate a Stop command. Both contactors should de-energize for a normal machine

Stop condition. Verify proper machine status indication and safety application
program indication.
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Verification and Validation Checklist

3

While the system is stopped, and with the door interlock switch open, remove the
enabling switch from the interlocked storage station. Both contactors should remain
de-energized and open for a normal, safe condition. Verify proper machine status
indication and safety application program indication.

While the system is stopped, engage the enabling switch. Both contactors should
remain de-energized and open for a normal, safe condition until the Jog button is
pressed. Verify proper machine status indication and safety application program
indication.

While the system is stopped, engage the enabling switch to the middle position and
repeatedly press the Jog button. Both contactors should energize when the Jog button
is pressed and de-energize when it is released. Verify proper machine status indication
and safety application program indication.

While the system continues to jog, fully release the enabling switch. Both contactors
should de-energize and open for a normal, safe condition. Verify proper machine
status indication and safety application program indication. Repeat for the fully-
engaged position.

Initiate Reset command. Both contactors should remain de-energized. Verify proper
machine status indication and safety application program indication.

Validation

of Safe Response to Abnormal Operation - The GuardLogix safety system responds properly to all foresee

able faults with corresponding diagnostics.

Enabling Switch Input Tests

Test Step

Validation

Pass/Fail

Changes/Modifications

1

While the system continues to jog, remove the enabling switch Channel 1 wire from
the safety I/0. Both contactors should de-energize. Verify proper machine status
indication and RSLogix 5000 safety application program indication. Verify that the
system is unable to reset and restart with fault. Restore Channel 1 and repeat for
Channel 2.

While the system continues to jog, short the enabling switch Channel 1 of the safety
1/0 to 24V DC. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Restore Channel 1 and repeat for Channel 2.

While the system continues to jog, short the enabling switch Channel 1 of the safety
1/0 to OV DC. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Restore Channel 1 and repeat for Channel 2.

While the system continues to jog, short the enabling switch Channels 1 and 2 of the
safety 1/0. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Restore Channel 1and 2 wiring.

While the system continues to jog, remove the enabling switch Channel 1 wire from
the Safety I/0. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Restore Channel 1 and repeat for Channel 2.

While the system continues to jog, short the enabling switch Channel 1 of the safety
1/0 to 24V DC. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Restore Channel 1 and 2 wiring.

While the system continues to jog, short the enabling switch Channel 1 of the safety
1/0 to OV DC. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault. Repeat for Channel 2.

While the system continues to jog, short the enabling switch Channels 1and 2 of the
safety I/0. Both contactors should de-energize. Verify proper machine status
indication and safety application program indication. Verify that the system is unable
to reset and restart with fault.
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Verification and Validation Checklist

9 While the system continues to jog, short Channel 1 to Test Source 1 of the safety I/0.
Press the enabling switch. Both contactors should de-energize. Verify proper machine
status indication and safety application program indication. Verify that the system is
unable to reset and restart with fault.

Validation of Safe Response to Abnormal Operation - The safety system responds properly to all foreseeable faults with corresponding diagnostics.

GuardLogix Controller and Network Tests

Test Step | Validation Pass/Fail Changes/Modifications

1 While the system continues to run, remove the Ethernet network connection between
the safety /0 and the controller. All contactors should de-energize. Verify proper
machine status indication and I/0 connection status in the safety application program.

2 Restore the safety I/0 module network connection and allow time to re-establish
communication. Verify the connection status bit in the safety application program.
Repeat for all safety /0 connections.

3 While the system continues to run, switch the controller out of Run mode. All
contactors should de-energize. Return the key switch back to Run mode. All contactors
should remain de-energized. Verify proper machine status indication and safety
application program indication.

Validation of Safe Response to Abnormal Operation - The safety system responds properly to all foreseeable faults with corresponding diagnostics.

Safety Contactor Output Tests

Test Step | Validation Pass/Fail Changes/Modifications
1 Initiate a Start command. Both contactors should energize for a normal machine run

condition. Verify proper machine status indication and safety application program

indication.
2 While the system continues to run, remove the contactor feedback from the safety 1/0.

All contactors should remain energized. Initiate a Stop command and attempt a Reset
command. The system should not restart or reset. Verify proper machine status
indication and safety application program indication.

3 While the system continues to run, short the contactor feedback to the safety 1/0. All
contactors should remain energized. Initiate a Stop command and attempt a Reset
command. The system should not restart or reset. Verify proper machine status
indication and safety application program indication.
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Additional Resources

These documents contain more information about related products from Rockwell Automation.

Resource

Description

Compact GuardLogix Controllers User Manual, publication 1768-UM002

Provides information on how to configure, operate, and maintain Compact
GuardLogix controllers.

POINT Guard I/0 Safety Modules User Manual, publication 17 34-UM013

Provides information on how to install, configure, and operate POINT Guard /0 safety
modules.

GuardLogix Controller Systems Safety Reference Manual, publication 1756-RM093

Contains detailed requirements for how to achieve and maintain safety ratings with
the Compact GuardLogix controller system in an RSLogix 5000 project.

GuardLogix Controllers User Manual, publication 1756-UM020

Provides information on how to install, configure, operate, and maintain a GuardLogix
5560 or 5570 controller in RSLogix 5000 projects.

GuardLogix 5570 Controllers User Manual, publication 1756-UM022

Provides information on how to install, configure, operate and maintain a GuardLogix
5570 controller in the Studio 5000® environment.

GuardLogix 5570 Controller Systems Safety Reference Manual, publication 1756-RM099

Contains detailed requirements for how to achieve and maintain safety ratings with
the GuardLogix 5570 controller system in the Studio 5000 environment.

GuardLogix Safety Application Instruction Set Safety Reference Manual, publication 1756-
RM095

Provides detailed information on the GuardLogix safety application instruction set.

Safety Accelerator Toolkit Quick Start, publication IASIMP-05005

Provides a step-by-step guide on how to use the design, programming, and
diagnostic tools in the safety accelerator toolkit.

Industrial Automation Wiring and Grounding Guidelines, publication 1770-4.1

Provides general guidelines on how to install a Rockwell Automation® industrial
system.

Safety Products Catalog, publication S117-CA001
Website http://www.rockwellautomation.com/rockwellautomation/catalogs/
overview.page

Provides information about Rockwell Automation safety products.

Product Certifications website, available from the Product Certifications link on http://
www.ab.com

Provides declarations of conformity, certificates, and other certification details.

You can view or download publications at http://www.rockwellautomation.com/literature/. To order paper copies of

technical documentation, contact your local Allen-Bradley® distributor or Rockwell Automation sales representative.
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Notes:
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Documentation Feedback

Your comments will help us serve your documentation needs better. If you have any suggestions on how to improve this

document, complete this form, publication RA-DU002, available at http://www.rockwellautomation.com/literature/.

For more information on
Safety Function Capabilities, visit:

http://marketing.rockwellautomation.com/safety/en/safety functions

Rockwell Automation maintains current product environmental information on its website at
http://www.rockwellautomation.com/rockwellautomation/about-us/sustainability-ethics/product-environmental-compliance.page.

Allen-Bradley, CompactLogix, GuardLogix, LISTEN. THINK. SOLVE, POINT Guard I/O, RSLogix 5000, Rockwell Automation, Rockwell Software, SensaGuard, Stratix 2000, Studio 5000, and Trojan are trademarks of

Rockwell Automation, Inc.
Trademarks not belonging to Rockwell Automation are property of their respective companies.

CIP Safety and EtherNet/IP are trademarks of ODVA, Inc.
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